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Amendments to the Claims 

This listing of claims will replace all prior versions, and listings, of claims in 
the application: 

Listing of Claims: 

1. (canceled) 

2. (currently amended) The apparatus of cla i m 1 further compr i s e s claim 74. 
further comprising : 

a thread count storage to store a thread count indicating a number of threads 
currently initialized for operation in the isolated execution modef 

a thr e ad count updat e r coup le d to th e thr e ad count storag e to updat e th e 
thr e ad count; 

a mod e storag e to stor e a ch i ps e t mod e i nd i cating a mod e of op e rat i on of th e 
ch i psot; and 

a modo wr i to circu i t couplod to tho modo storage to wr i to tho chipsot mode to 
th e mod e storag e. 

3. (currently amended) The apparatus of cla i m 2 claim 74, further comprising: 

an identifier log storage to store a cryptographic identifier of an executive 
entity cryptograph i c id e nt i fi e rs of th e execut i v e e ntiti e s loaded into the isolated 
execution mode , th e cryptograph i c i d e nt i fi e rs b ei ng r e ad only wh e n in l ock; 

a l og lock storage to storo a l ock patt e rn i nd i cating th e ident i fiers in lock; and 
a l ock c i rcu i t coup le d to th e i d e ntif ie r l og storag e and th e l og lock storag e to 
l ock th e i d e nt i fi e rs basod on tho l ock pattern . 
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4. (currently amended) The apparatus of c l a i m 3 claim 74. further comprising: 

a platform key storage to store a platform key used in handling th e e x e cutiv e 
entit i es an executive entity loaded into the isolated execution mode ; and 

a scratch storage to store isolated settings used to configure the isolated 
execution mode. 

5. (currently amended) The apparatus of cla i m A claim 3, wherein the executive 
e nt i t ie s further inc l ud e entity comprises at least one entity selected from the group 
consisting of a PE f a PE handler, and an operating system executive (OSE). 

6. (currently amended) The apparatus of cla i m 5 claim 74, further comprising: 

a chipset circuit that provides the PE handler storage and the initialization 
storage, the chipset circuit capable of supporting at least one wh e r ei n th e chipset 
mode i s ono o f selected from the group consisting of: 

an initialization waiting mode to indicate the chipset circuit is waiting for 
initialization^,]]; 

a PE initialization in-progress mode to indicate the PE is being executed [[,]]; 
a PE initialization completion mode to indicate the PE is completed^,]]; 
an OSE loaded mode to indicate the OSE has been loadedO : and 
a closing mode to indicate the isolated execution mode is closed , and a 
fa il ur e mod e to i ndicat e a failur e. 

7. (canceled) 

8. (currently amended) The apparatus of c l a i m 7 claim 74, wherein the initialization 
storage compr i sos: 

an enro l lment storag e to r e turn the returns an incremented thread count 
when on e of th e thr e ads a thread enrolls in the isolated execution mode[[;]] and 

a w i thdrawa l storag e to r e turn th e returns a decremented thread count when 
one of th e e nrol le d thr e ads an enrolled thread withdraws from the isolated execution 
mode. 
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9. (currently amended) The apparatus of cla i m 8 whoro i n the claim 74. further 
comprising a mode write circuit to write writ e s th e ch i ps e t mod e corr e spond i ng to a 
failure mode into the mod e storag e chipset circuit when th e thr e ad count r e ach e s a 
thread limit is reached . 

1 0. (currently amended) The apparatus of claim 1 claim 74, whoroin the PE 
handler data storage further to store at least one item selected from the group 
consisting of mctoda a cryptographic PE handler identifier, a PE handler size, and a 
PE handler address. 

1 1 . (currently amended) The apparatus of c l a i m 6 claim 74, wherein the PE 
handler storage [[is]] comprises a read-only memory. 

12. (currently amended) The apparatus of c l a i m 6 wh e re i n th e platform koy i s 
r e turn e d wh e n th e claim 74, further comprising a platform key storage to return a 
platform key when the chipset circuit is read in the an initialization waiting mode. 

13. (currently amended) The apparatus of claim 12 wherein the platform key is 
programmed to a random value. 

14. (currently amended) The apparatus of c l aim 13 claim 74. further comprising: 

a status storage to store a status value of an isolated unlock pin used in 
setting platform settings. 

15. (currently amended) The apparatus of claim 4 wherein the isolated settings 
mstode comprise one or more values selected from the group consisting of an 
isolated base value for the isolated memory area , an isolated length value for the 
isolated memory area , and a processor executive entry address , the i so l at e d bas e 
and l ength values def i ning th e i so l atod m e mory aroa . 
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16. (canceled) 

1 7. (currently amended) The method of cla i m 16 claim 75. further comprises 
comprising : 

storing a thread count in a thread count storage indicating number of threads 
currently initialized for operation in the isolated execution mode[[;]] 

updating th e thr e ad count wh e n th e i nit i a li zat i on storag e i s acc e ss e d; 

stor i ng a ch i psot mode i nd i cat i ng a mode of operation of tho ch i psot i n a 
modo storage; and 

writing th e ch i psot modo i nto th e mod e storag e. 

18. (currently amended) The method of c l aim 17 claim 75. further comprising: 

storing cryptographic identifiers of the executive entities loaded into the 
isolated execution mode , th e i d e nt i fi e rs b ei ng r e ad on l y wh e n in lock; 
stor i ng a l ock patt e rn i ndicat i ng th e i d e nt i fi e rs in l ock; and 
l ocking th e id e nt i f ie rs bas e d on th e lock patt e rn . 

19. (currently amended) The method of c l a i m 18 claim 75, further comprising: 

stor i ng obtaining a platform key used in handling the executive entities m 
from a platform key storage; and 

stor i ng obtaining isolated settings used to configure the isolated execution 
mode from the chipset circuit . 

20. (currently amended) The method of c l a i m 19 claim 18. wherein the executive 
entities furth e r i nclud e comprise at least one entity selected from the group 
consisting of a processor e x e cut i vo (PE) a PE, a PE handler, and an operating 
system executive (OSE). 
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21. (currently amended) The method of cla i m 20 whoroin th e claim 75. further 
comprising operating in a series of chipset modes comprising: mod e i s on e of 

an initialization waiting mode to indicate the chipset circuit is waiting for 
initialization^,]]; 

a PE initialization in-progress mode to indicate the PE is being executed [[,]]; 
a PE initialization completion mode to indicate the PE is completed[[,]]; 
an OSE loaded mode to indicate the OSE has been loadedfMI ; and 
a closing mode to indicate the isolated execution mode is closed , and a 
fa i lur e mod e to i nd i cat e a fa il ur e. 

22. (currently amended) The method of c l a i m 21 claim 75, further comprising 
whoro i n initializing at least a portion of the chipset circuit compris e s 

returning an updat e d thr e ad count whon the ch i pset mod e doos not roprosont 
th e fai l ur e mod e , th e updat e d thr e ad count b e ing on e of an i ncromontod thread 
count and a d e cr e m e nt e d thr e ad count; and 

r e turning a curr e nt thr e ad count wh e n th e chips e t mod e r e pr e s e nts th e fa i lur e 

mod e. 

23. (currently amended) The method of cla i m 22 claim 75. further comprising 
whoroin i n i tia li zing tho chipsot further compr j sos : 

returning the an incremented thread count when ono of tho threads a thread 
enrolls in the isolated execution mode; and 

returning the a decremented thread count when on e of th e e nro lle d thr e ads 
an enrolled thread withdraws from the isolated execution mode. 

24. (currently amended) The method of cla i m 23 claim 75 f further comprising 
wh e r ei n wr i t i ng th e ch i ps e t mod e compris e s writing the a chipset mode 
corresponding to a failure mode when the a thread count reaches a thread limit. 

25. (canceled) 
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26. (currently amended) The method of c l a i m 21 claim 75, wherein the PE handler 
storage is comprises read-only memory. 

27. (currently amended) The method of cla i m 21 wh e r ei n th e claim 75, further 
comprising obtaining a platform key i s r e turn e d wh e n th e from a platform key 
storage i s read i n tho when the chipset circuit is in an initialization waiting mode. 

28. (canceled) 

29. (currently amended) The method of c l aim 21 claim 75, further comprising: 

storing a status value of an isolated unlock pin used to unlock and a ll ow 
platform sott i ng settings . 

30. (currently amended) The method of claim 19 wherein the operation of obtaining 
isolated settings comprises obtaining at least one value selected from the group 
consisting of i nclud e an isolated base value for the isolated memory area , an 
isolated length value for the isolated memory area , and a processor executive entry 
address , th e i so l at e d bas e and l e ngth va l u e s d e f i n i ng th e iso l at e d m e mory ar e a . 

31-46. (canceled) 

47. (currently amended) The system of c l aim 46 claim 61 wherein the chipset 
circuit further comprises: 

a thread count storage to store a thread count indicating a number of threads 
currently op e rat i ng i n associated with the isolated execution mode 7 

a thr e ad count updat e r coup le d to th e thr e ad count storag e to updat e th e 
thr e ad count wh e n th e i n i t i a li zat i on storag e i s acc e ss e d; 

a modo storago to storo a ch i psot modo indicating a modo of oporation of tho 
ch i pset; and 



7 



09/668,408 

a modo wr i to c i rcuit coup l ed to th e modo storage to wr i te tho chipsot modo 
i nto th e mod e storag e. 

48. (currently amended) The system of cla i m 47 claim 61 wherein the chipset 
circuit further comprises: 

an identifier log storage to store cryptographic identifiers of the executive 
entities op e rat i ng i n associated with the isolated execution mode , th e id e nt i f ie rs 
b ei ng r e ad on l y wh e n i n l ock; 

a l og lock storage to storo a lock pattern indicating th e i dent i fiers i n l ock; and 
a l ock circu i t coup le d to th e i d e ntif ie r l og storag e and th e l og lock storag e to 
lock the id e ntifiers basod on th e l ock patt e rn . 

49. (currently amended) The system of c l a i m 48 claim 61 wherein the chipset 
circuit further comprises: 

a platform key storage to store a platform key used in handling the executive 
entities; and 

a scratch storage to store isolated settings used to configure the isolated 
execution mode. 

50. (currently amended) The system of c l a i m 49 claim 48 wherein the executive 
entities furth e r includ e comprise: 

a processor executive (PE); 
a PE handler: and 

an operating system executive (OSE). 
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51 . (currently amended) The system of cla i m 50 claim 61 wherein the chipset 
mode is ono of circuit further comprises a mode storage to store a chipset mode 
indicating a mode of operation of the chipset circuit, the chipset mode comprising 
one or more modes selected from the group consisting of: 

an initialization waiting mode to indicate the chipset circuit is waiting for 
initialization^,]]; 

a PE initialization in-progress mode to indicate the PE is being executed [[,]]; 
a PE initialization completion mode to indicate the PE is completed[[,]]; 
an OSE loaded mode to indicate the OSE has been loadedrf.11 ; and 
a closing mode to indicate the isolated execution mode is closed , and a 
fa i lure modo to i ndicate a fai l ur e. 

52. (canceled) 

53. (currently amended) The system of c l a i m 52 claim 61 wherein the chipset 
circuit further comprises an initialization storage compr i sos: 

an enro ll m e nt storag e to return the an incremented thread count when on e of 
tho threads a thread enrolls in the isolated execution mode[[;]] A and 

a w i thdrawal storag e to return the a decremented thread count when on e of 
th e e nrol le d thr ea ds an enrolled thread withdraws from the isolated execution mode. 

54. (currently amended) The system of c l a i m 53 claim 51 wherein the chipset 
circuit further comprises a mode write circuit wr i tes tho ch i psot mode corr e sponding 
to write a failure mode into the mode storage when th e thr e ad count r e ach e s a 
thread limit is reached . 

55. (currently amended) The system of cla i m 46 claim 61. wh e r ei n the PE handler 
data furth e r i nc l udo storage further to store at least one item selected from the 
group consisting of a PE handler cryptographic identifier, a PE handler size, and a 
PE handler address. 
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56. (currently amended) The system of c l aim 51 claim 61 wherein the PE handler 
storage [[is]] comprises a non-volatile memory. 

57. (currently amended) The system of cla i m 51 claim 49 wherein the platform key 
is returned when the platform key storage is read with the chipset circuit in the ao 
initialization waiting mode. 

58. (currently amended) The system of c l a i m 57 claim 49 wherein the platform key 
i s programm e d to comprises a random value. 

59. (currently amended) The system of c l a i m 58 claim 61 wherein the chipset 
circuit further comprises: 

a status storage to store a status value of an isolated unlock pin used to 
unlock and a l low platform settings. 

60. (currently amended) The system of claim 49 wherein the isolated settings 
mdude comprise one or more values selected from the group consisting of an 
isolated base value for the isolated memory area , an isolated length value for the 
isolated memory area , and a processor executive entry address , th e isolat e d bas e 
and le ngth values d e f i n i ng th e i solat e d m e mory ar e a . 
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61. (new) A system comprising: 

a processor capable of selectively operating in a normal execution mode and, 
alternatively, in an isolated execution mode; 

a memory to include an isolated memory area accessible to the processor in 
the isolated execution mode; 

a chipset circuit in communication with the processor and the memory; and 

a PE handler storage in the chipset circuit, the PE handler storage to store a 
PE handler image to be loaded into the isolated memory area after at least a portion 
of the chipset circuit is initialized. 

62. (new) An apparatus comprising: 

a machine accessible medium; and 

instructions encoded in the machine accessible medium, wherein the 
instructions, when executed by a processing system with a processor and a chipset 
circuit that supports a normal execution mode and an isolated execution mode, 
cause the processing system to perform operations comprising: 

obtaining a processor executive (PE) handler image from a PE handler 
storage in the chipset circuit; and 

after at least a portion of the chipset circuit is initialized, loading the PE 
handler image into an isolated memory area within a memory of the processing 
system, the isolated memory area accessible to the processor in the isolated 
execution mode. 

63. (new) The apparatus of claim 62, wherein the machine accessible medium 
further comprises: 

instructions to store a thread count indicating number of threads currently 
initialized for operation in the isolated execution mode. 
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64. (new) The apparatus of claim 62, wherein the machine accessible medium 
further comprises: 

instructions to store cryptographic identifiers of executive entities loaded into 
the isolated execution mode. 

65. (new) The apparatus of claim 62, wherein the machine accessible medium 
further comprises: 

instructions to store a platform key used in handling executive entities. 

66. (new) The apparatus of claim 62, wherein the machine accessible medium 
further comprises: 

instructions to configure the isolated execution mode, based at least in part 
on isolated settings associated with the processing system. 

67. (new) The apparatus of claim 66, wherein the isolated settings include at least 
one value selected from the group consisting of an isolated base value for the 
isolated memory area, an isolated length value for the isolated memory area, and a 
processor executive entry address. 

68. (new) The apparatus of claim 62, wherein the instructions implement executive 
entities comprising at least one entity selected from the group consisting of: 

aPE; 

a PE handler; and 

an operating system executive (OSE). 

69. (new) The apparatus of claim 62, wherein the machine accessible medium 
further comprises: 

instructions to initialize at least a portion of the chipset circuit. 
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70. (new) The apparatus of claim 62, wherein the machine accessible medium 
further comprises: 

instructions to increment a thread count when a thread enrolls in the isolated 
execution mode; and 

instructions to decrement a thread count when an enrolled thread withdraws 
from the isolated execution mode. 

71. (new) The apparatus of claim 62, wherein the instructions obtain the PE 
handler image from a read-only memory. 

72. (new) The apparatus of claim 62, wherein the instructions obtain a platform key 
from a platform key storage when the chipset circuit is in an initialization waiting 
mode. 

73. (new) The apparatus of claim 62, wherein the machine accessible medium 
further comprises instructions to store a status value of an isolated unlock pin used 
to unlock platform settings. 

74. (new) An apparatus comprising: 

a PE handler storage to store a PE handler image to be loaded into an 
isolated memory area within a memory of a processing system after at least a 
portion of a chipset circuit of the processing system is initialized, the PE handler 
image to be executed by a processor of the processing system, the processor 
capable of operating in a normal execution mode and in an isolated execution 
mode; and 

an initialization storage to configure the processing system in the isolated 
execution mode, the processor capable of accessing the isolated memory area 
when operating in the isolated execution mode. 
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75. (new) A method comprising: 

storing a processor executive (PE) handler image in a PE handler storage of 
a chipset circuit, the chipset circuit in communication with a processor that supports 
a normal execution mode and an isolated execution mode, and in communication 
with a memory to include an isolated memory area accessible to the processor in 
the isolated execution mode; and 

after at least a portion of the chipset circuit is initialized, loading the PE 
handler image into the isolated memory area. 
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